
Level Score Description               

•         no impact on service

•         no impact on reputation

•         complaint unlikely 5 5 10 15 20 25

•         litigation risk remote 4 4 8 12 16 20

•         slight impact on service 3 3 6 9 12 15

•         slight impact on reputation 2 2 4 6 8 10

•         complaint possible 1 1 2 3 4 5

•         litigation possible

•         some service disruption

•         potential for adverse publicity - avoidable with careful handling

•         complaint probable

•         litigation probable

•         service disrupted

•         adverse publicity not avoidable (local media)

•         complaint probable

•         litigation probable

•         service interrupted for significant time

•         major adverse publicity not avoidable (national media)

•         major litigation expected

•         resignation of senior management and board

•         loss of beneficiary confidence

Level Score Description

Remote 1 •         may only occur in exceptional circumstances

Unlikely 2 •         expected to occur in a few circumstances

Possible 3 •         expected to occur in some circumstances

Probable 4 •         expected to occur in many circumstances

Highly probable 5 •         expected to occur frequently and in most circumstances

Risks that are red require mitigating action to reduce to amber or white

Major 4

IMPACT Impact

1 2 3 4 5

Insignificant 1

Li
ke

lih
o

o
d

Extreme / Catastrophic 5

LIKELIHOOD

Minor 2

Moderate 3
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Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or problem?  

What could go wrong?

CR1 Decreasing Financial 

resources / Increasing 

Financial Pressures

Resourceful and 

Resilient benefits

for fundamental service reform.                                                                                                                                                                                                                                                                                                                                                                                                                                         

inflation                                                

Spending Review                                    

Fair Funding Review

expectations not met

local community and 

economy e.g. spiral effect

Reduction in rent/monies 

owed to the council through 

the introduction of UC,                      

adding stresses to council 

finances and the local 

economy.                                      

significant.                            

Devolution /LGR                        

Reduction in Government 

Funding                            

Reduction in NNDR 

(pooling)                       

Further budget pressures/ 

larger budget gap - further 

sustainabilty plans needed.

5 4 20  Budgetary Control processes and committee reporting

scenario planning

service delivery                                                                                                                                                     

   The savings targets are constantly 

monitored by SLT and is a standing item on SLT agenda and opportunities for 

innovation are regularly sought such as winning an award to install solar panels 

at Wigston Pool and parklands, therefore reducing energy costs for the 

Council.                                                                                                 Final 

budget presented to full council in February 2025.                                  

Financial challenges of Devolution to be managed through budget set aside 

from reserves.                                                                                                

Vacancy Management                                                                                      

Part of the S151 Leicestershire Group/SDCT                                                        

Marketing of public spaces fror income generation                         

4 4 16

Delivery Changes – 

Financial Sustainability

Plan.                                                                                                                                                         

Regular review of savings 

targets.                                         

New PID developed 

including all aspects linked 

to sustainability of the 

Councils finances, eg 

establishments, contracts 

etc                                          

Final Budget for 2025/26 

approved at FUll Council in 

February 2025.                  

Monitoring of reserves 

quarterly - set amount for 

Devolution with further 

requirements to be brought 

to members for approval.    

Complete Government 

surveys, monitor 

information from 

Government                     

Sustainability Plan reviewed 

by SLT in Qtr 1 24/25

reviews 2025               

4 4 16 Chief 

Financial 

Officer

Dec-25 Updated existing controls to 

remove historic / controls no 

longer relevant. The delivery 

of Service Delivery Changes 

– Financial Sustainability

Plan, where activity is well 

under way.                        New 

PID completed.

CR2 Key Supplier Failure Our Borough - the place 

to be.                   

Resourceful and 

Resilient.

Business failure  

Impact of TUPE                    

Inability to process payroll

5 4 20

Partnership working with Local Authority Partners                                                                                                                                      

and Building Control.                                                                                                        

promotes use of established frameworks, thus reducing risk of supplier failure.

Programme                                                                                                                                                      

negotiations.                                                                                                                                               

SLM has agreed to changes.                                                                            

Formal Contract management training has been rolled out via CMPP           

Contract Procedure Rules training to be rolled out Summer 25                 

Contract Assurance Board meeting September 25

4 3 12 Contract review complete 

(Sustainability programme).                         

Further external review of 

our contract management 

process and support with 

improvements (CMPP)              

Updating of Contract 

Procedure Rules went to 

PFD in June 25               

Contract Assurance Board 

meetings to be held Bi-

annually from Sept 25      

Monthly reviews 2 2 4 CFO/Monitori

ng Officer

Dec-25 Updated management control

CR3 Failure to work 

effectively with other 

public sector partner 

organisations (PSOs) 

and 3rd sector 

organisations

Our Borough - the place 

to be.                   

Resourceful and 

Resilient.

Council has agreements with 

PSOs

foster effective relationships may be 

inadequate leading to relationship 

breakdown

Failure of relationships at strategic level 

in County & across members 

in Community Safety 

Partnership

Sports Alliance partnership

economies of scale

4 3 12

responsibilities including H&WB, Lightbulb, Building Control and Local Land 

Charges.

being delivered by partner organisation is received and is of appropriate quality

Member Advisory Group also in place    Performance of these arrangements is 

formally reviewed and changes are made if necessary.                            

Cost of Living support programme has funded 3rd sector organisations and 

support for warm hubs.                                                                           Contract 

review complete.                                                                            OWBC 

representation at all Partnership Executive Board Meetings.      Working with all 

districts and boroughs across Leicestershire and Rutland.   Partners to attend 

Service Committee Meeting in September. 

2 3 6 Partnership  

survey/attendance at 

Service Committee 

meetings both taking place 

in September. 

Monthly reviews 2 3 6 Strategic 

Director/Moni

toring Officer

Dec-25 Updated management control

Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

Ref
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Target 

Implementation 

date for further 

mgt actions

Target Score with 

further 

management 

actions/
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Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or problem?  

What could go wrong?

Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

Ref
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Target 

Implementation 

date for further 

mgt actions

Target Score with 

further 

management 

actions/
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CR4 Hard to reach 

demographics feel 

disenfranchised 

through lack of 

specific 

communication and 

engagement.

Our Borough - the place 

to be.                   

Resourceful and 

Resilient.

engagement

connected

non-statutory service being stopped                                                                                                                                                                                                                                                                                                                                                                                                                                  

do so                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         

living crises

community initiatives

impact on equalities agenda 

and HWB of residents

representative of 

demographic. 

the needs of this 

demographic

4 4 16

through Citizens Panel and other communication channels, compliant with the 

Code of Practice on Consultations

tenants newsletter in place

health and wellbeing targeting socially vulnerable                                                                                               

vulnerable and hard to reach residents/communities.                                                                        

basis.                                                                                                                                                            

All households are to receive 2*letter communications regarding change to the 

bin collection regime.                                                                                                                

Virtual Appoiintments to increase customer contact have commenced         

Volunteer event took place in November 24.                                                 

Volunteer thank you lunch took place in June 25                                         

Engaging with Local Communities in relation to LGR, Tenant Forum 

representation and young people.                                                             

Volunteer event to take place in Nov 25

2 2 4 Members session planned 

for January 2025

Jun-25 1 2 3 Head of 

Customer 

Service and 

Transformati

on

Dec-25 Updated management control

CR5 Political Dynamics Our Borough - the place 

to be.                   

Resourceful and 

Resilient.

Government changes

member/officer 

engagement

communication

expectations

(organisational and political)

(rather than planned)

requirements e.g. equalities

finances

3 4 12

with training planned to familiarise members with its content

management structure

undertaken                                                                                                                                                 

Scrutiny November 2022                                                                                                                    

'meet the teams'.                                                                                                                                                          

Member Working Group established to engage with the Alternate Weekly 

Waste Collection Project                                                                              

Member Advisory Group in place, funded by UK Government projects.

3 3 9  New Corporate Strategy 

to be presented to 

Members      - presented 

16/7/24 at full council                                 

externally facilitated         

Audit Committtee training to 

be investigated (CIPFA)

Ongoing 2 3 6 Monitoring 

Officer

Dec-25 Updated management controls 

and updated further actions

CR6 Reputation Damage Our Borough - the place 

to be.                   

Resourceful and 

Resilient. advice

business planning and consideration of 

financial implications

partnership

level

damage/rectifying the 

situation

retention

provision, inappropriate 

financial decisions made

4 4 16

module also in place for managers.                                                                                             

weekly waste collection project.                                                                                                               

Peer Review Action Plan built into new MTFS                                                                          

ing and investigation training for all managers undertaken                                            

pages revamped on Corporate website and Corporate Strategy published Aug 

24                                                                                          Staff Survey and 

Engagement group

2 2 4 Regular LGR briefings for 

members and staff . Public 

consultation during 

summer 25.

Ongoing 2 2 4 Chief 

Executive

Dec-25 Updated further controls
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Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or problem?  

What could go wrong?

Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

Ref
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CR7 Effective utilisation of 

Assets/Buildings  (non-

housing)

Resourceful and 

Resilient opportunities

premiums

corporate team e.g. 

corporate manslaughter

4 3 12

monitoring

Health and Safety Action Plan approved by full Council April 2023.                              

disposal of assets in Sept 25.                               Further Asset work to be 

carried out re sale of garage blocks once transfer to General Fund from HRA 

complete.                                                                

3 3 9

Management Policy and 

Capital Expenditure Plan

Management 

database/system 

purchased and timetabled 

for implementation.  Roll 

out of the system has 

sale of Bushloe House and 

Oadby Pool site.                   

Marketing all of our assets 

for hire to generate 

additional income to 

support the sustainability 

plan

Ongoing 2 2 4 Monitoring 

Officer

Dec-25 Further Management 

controls updated.

CR8 Regulatory 

Governance

Resourceful and 

Resilient Data Protection

3 4 12

associated with the Council as a social landlord. A full inspection by the 

regulator can be expected by end of 2026 - Housing Manager is preparing for 

mock-inspection during 2024.

scrutiny on Building Control and the construction industry generally and the 

Leiicestershire Building Control Partnership has put in place an action plan to 

manage this risk                                                                                                                                  

Key managers trained in undertaking investigations and Disciplinaries.     

Having Difficult Conversations rolled out to relevant managers.                     

Building Contrrol Partnership has been audited and shows no major area of 

concern.

1 1 1

GDPR/DPA to be 

completed by all.    

Resources in Housing 

Team to be focused around 

meeting the requirements 

of the new act.                                  

Mandatory Bullying  

Harrassment and Dignity  

Respect training to be 

rolled out from June 2025   

IT policies to be rolled out in 

Sept 25

  

1 1 1 Monitoring 

Officer

Dec-25 Existing Control  and further 

actions have been updated  

  

CR9 Failure to respond to 

a significant incident 

Resourceful and 

Resilient

as a result of cost of living

premiums

services

Insurance – higher 

premiums

services

major incident

becoming ill

4 4 16

power lose scenario)                                                                                                                             

2022                                                                                                                                                                

Mighty Oak national power outage LRF Training exercise                                          

generator if power outage.                                                                                                            

BCPs being reviewed; Implications from Martyn's Law have been considered.                                                                                                                                              

Foremost Security to carry out any Out of Hours calls for our assets.         

Emergency Centre resilience training taking place June 25                          

Protect Training has now been carried out.                                                   SLT 

review of the flooding incident in January 2025, recording what went well and 

aareas for improvement. In September 2025 we will be part of the LLR wide 

Operation Pegasus. 

2 3 6 SLT/CMT Cyber Attack 

Scenerio workshop training 

being conducted on 30th 

Sept 

Sep-25 2 3 6 Monitoring 

Officer

Dec-25 Existing controls uand further 

management actions are 

updated
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Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or problem?  

What could go wrong?

Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 
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CR10 Organisational/     

Transformational 

Change 

Our Borough - the place 

to be.                   

Resourceful and 

Resilient.

services 

resources                                                                                                                 

Devolution/Local Government Reform

practices

service

damage/perception 

Increased workload

3 3 9

other stakeholder comms plans                                                                                                       

Strategy undertaken                                                                                                                                                                    

Organisation Strategy update completed.                                                                         

review underway /                                                                                                                   

Service changes post budget approval are well underway . Project 

Management approach has been refined; Joint SLT/CMT Meetings are being 

programmed into diaries focusing on finance and performance/ Sustainability 

Plan is a standing itrem on SLT agenda                                   Health  Wellbeing 

Action Plan agreed in Feb 2025                                          SLT structure 

reviewed due to retirement, new structure in place from June 2025 . 

Neighbourhood Services Review will be completed in Quarter 2. 

3 2 6

be approved.             

undertaken.                      

Sustainability Plan Review 

/ongoing                 

Management plan 

developed and 

implemented for Waste 

Transformation. 

Opportunities being 

considered for joint working 

with other local authorities. 

January 2025                2 2 4 Strategic 

Director

Dec-25 Existing controls updated for 

progress against budget/service 

implications and revised PPM 

approach and senior 

managemet meetings.   Waste 

trnsformationn project has been 

delivered within timesacle.  

Agreement reached for Blaby 

DC to pay for additional days of  

IT support. 

CR11 Economy/

Regeneration

Resourceful and 

Resilient BREXIT COVID Ukraine/Russia conflict 

and also energy costs crisis (uncertainty 

of cost impact) 

Economic Regeneration Manager and 

Economic Development posts removed 

from establishment to enable savings to 

Council budget                                      

Conflict in the Middle East could give 

further inflation rises (june 25)

Domestic)

investment

certain services e.g. 

benefits

assets

adapt/change

decreased funding – 

increased demand

making – uncertainty

leads to greater risk

levels

5 4 20

decline in economy

support to businesses

and ready to submit if an opportunity arises. Currently supporting University in 

investigating a Heritage Lottery Fund bid                                                                            

rates relief which may provide additional relief to businesses.                                 

and a 

programme in place to deliver more on a recurring basis. 

Phase feasibility completed and to be 

progressed during 2024 - businesses voted not to implement                                                                                                                      

Horsewell Lane Business Case agreed by Members - approach made to 

Homes England for potential funding.  Awaiting details of new Government 

funding available.                                                                                    

Discussions with members held regarding developing a 25/26 programme for 

the UKSPF funding.     UKSPF programme has been singed off and is 

progressing well.                                                                                            In 

order to mitigate the risk of there being no single manager for the UKSPF 

programme and to provide advice to businesses inthe Borough funding has 

been identified to recruit an Economic Development Manager as a 2 year fixed 

term post on a zero hours contract from June 20205.                                                                               

Qtr 3 and 4 monitoring submitted on time.

A Business Advisor has been recruited from October 2025 to 31st March 2026

4 4 16 Monitor progress against 

ER Strategy & UKSPF 

Programme.                            

Project review meetings 

undertaken with all UKSPF 

funded projects to ensure 

outcomes and expenditure 

will be achieved by 

31/03/26.  

Ongoing 2 3 6 Head of Built 

Environment

Dec-25 Consideration needs to be given 

as part of the 26/27 budget 

setting process relating to 

UKSPF funded projects after 

31/3/26 as there is currently no 

indication that this funding 

stream will continue beyond that 

date.

  

CR12 Increased Fraud Resourceful and 

Resilient staff and social deprivation

authority to investigate fraud 

issues

3 3 9

to be implemented.                                                                                                                                   

2 3 6

acttivities to Audit 

Committee                       

2 2 4 Chief 

Financial 

Officer

Dec-25 Updated to include Audit 

Committee Report July 2025

\\OW-PR-MODGOV01\mgReportDbDocs\7\3\4\R00001437\Appendix 1 - Strategic Risk Register Update Q1 202526



Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or problem?  

What could go wrong?

Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?
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CR13 Cyber 

Threat/Security, 

Cyber security is seen 

as an ICT risk and not 

a corporate risk that 

needs to be managed 

and monitored by 

senior management.

Resourceful and 

Resilient

Cyber threats are increasing on a 

worldwide basis, with criminals known to 

target public sector organisations in an 

attempt to obtain personal data on a 

significant scale.  The Council is thus at 

high risk of being attacked.

authority to investigate fraud 

issues

breaches of GDPR, SMT 

lack of oversight

4 5 20

considered with any support ticket, change request or new digital 

implementation and must be approved through change . 

oThe IT Team is reviewing its security policies to ensure they are in line with 

the latest cyber security guidance and ensuring the organisation operates in a 

safe yet effective way. This includes managing the IT infrastructure, but also 

with how staff function, use equipment and undertake regular security training 

within their respective roles.

oThe Council has now implemented a duplicate firewall, for added security and 

resilience to the Councils network. This further protects us, but also gives us 

dual connectivity so we are not restricted by a single point of failure in a key 

security component. 

oThe Council has a BCP but this will continuously be checked and updated to 

ensure we are as prepared as possible for emergency situations (if it were to 

arise).

oMember briefing completed to advise of current security features and their 

responsibility as stakeholders to the authority. 

oAll Staff have undertaken their yearly security training (Q1 2024).

oPSN compliance has been achieved and certification received in Q1 of 2024. 

The Council is currently submitting information for its ‘Cyber essentials’ 

certification as well – both giving assurance the organisation is as secure as 

reasonably possible.                                                          Member training 

delivered in September 24  with a mop up session planned for January 2025 

and further sessions as needed                                        Cyber Essentials of 

Excellence Assessment - shows high levels of protection.

 Commencement of 2 factor authentication from June 2025                          

Rolll out of refreshed IT Policies Sept 25

2 3 6 Cyber security attack Work 

scenerio workshop training 

taking place 30th Sept      

                                     Roll 

out of Multi Factor 

Authentication across the 

Councilcontuinues - staff 

complete end Sept - 

Members rollout Oct    

Updated acceptable use 

policy rolled out to Staff & 

Members in September

Ongoing 2 3 6 Head of 

Customer 

Service and 

Transformati

on

Dec-25

CR14 19. Staff lone working 

including out of hours

Our Borough - the place 

to be.                   

Resourceful and 

Resilient.

Increased risk of staff harm from violence 

& aggression from service users.

Staff could suffer physical 

and emotional harm, which 

could lead to long periods of 

sick leave.

4 5 20

visits taking place

for aggression & violence                                                                                                                                                                       

working and guidance provided.                                                                Head of 

SC&T and H&S officer reviewed the Customer Alert System including the 

monitoring of lone working procedures.

2 3 6 Moving to Foremost 

Security from 1/4/25 to 

mitigate risk to staff on call 

outs as this function will be 

carried out by the security 

company.           Significant 

assurance  on the 24/25 

audit and continuous 

monitoring of lone working.

Jun-25 2 3 6 Monitoring 

Officer

Dec-25
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